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1. Scan chip card
2. Place orders
3. Get food
4. Nom

Project Hairnet









Requirements ● Hardware







● Ubuntu 16.04
● Chromium

Software



Requirements ● Hardware
● Security





$ chromium-browser https://takeaway.io --start-fullscreen



$ chromium-browser https://takeaway.io --start-fullscreen
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https://obrienlabs.net/setup-kiosk-ubuntu-chromium/

How to make an Ubuntu 
Kiosk







# application_controller.rb

before_action :check_kiosk_mode

def check_kiosk_mode

  token = request.env['HTTP_CHIP_AUTH_TOKEN']

  if token

    session[:chip_auth_token] = token

    session[:mode] = :kiosk

  end

end



# application_controller.rb

def is_in_kiosk_mode?

  session[:chip_auth_token] == 'SUPER_SECRET' 

    && session[:mode] == :kiosk

end

# root_controller.rb

def index

  if is_in_kiosk_mode?

    render :kiosk_login

  else

    # Go to regular login

  end

end



How do we pass the header to our app?







// main.js

win.setKiosk(true)

win.loadURL("https:/takeaway.io",

  {

  extraHeaders:

       "KIOSK_MODE: 1\nCHIP_AUTH_TOKEN: SUPER_SECRET",

  }

);





Security Summary

● Impede tampering with 
Kiosk mode

● Restrict tampering with 
headers, Electron



Requirements
● Hardware
● Security
● Chipcard scan













#include <sys.twn.h>

const byte MAXIDBYTES = 8;

const byte MAXIDBITS = MAXIDBYTES*8;

byte ID[MAXIDBYTES];

byte IDBitCnt;

byte TagType;

secret byte Data[1] = {'1'};

byte LastID[MAXIDBYTES];

byte LastIDBitCnt;

byte LastTagType;

void main()

{

    // Make some noise at strtup at minimum volume

    Beep(BEEPSUCCESS);

    // Set maximum volume

    SetVolume(4);

    // A V24 device is sending the version at startup

    if (GetConnection() == V24)

    {

        HostSendVersion();

        HostSendChar('\r');

    }

    // Turn on green LED

    LEDSet(GREEN,ON);

    // Turn off red LED

    LEDSet(RED,OFF);

    // No transponder found up to now

    LastTagType = TAGTYPE_NONE;

 

   while (TRUE)

    {

        // Search a transponder

        if (TagSearch(ID,IDBitCnt,TagType))

        {

            // Is this transponder new to us?

            if (TagType != LastTagType || IDBitCnt != LastIDBitCnt || !CompBits(ID,LastID,MAXIDBITS))

            {

                // Save this as known ID, before modifying the ID for proper output format

                CopyBits(LastID,0,ID,0,MAXIDBITS);

                LastIDBitCnt = IDBitCnt;

                LastTagType = TagType;

                

                // Yes! Sound a beep

                Beep(BEEPHIGH);

                // Turn off the green LED

                LEDSet(GREEN,OFF);

                // Let the red one blink

                LEDSet(RED,BLINK);

                

                if (TagWrite(0x00,1,Data)) {

                Beep(BEEPHIGH);

                Beep(BEEPHIGH);

                Beep(BEEPHIGH);

                }

            }

            // Start a timeout of two seconds

            StartTimer(0,20);

        }

        if (TestTimer(0))

        {

            LEDSet(GREEN,ON);

            LEDSet(RED,OFF);

            LastTagType = TAGTYPE_NONE;

        }

    }

}
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<%= text_field_tag 'chip_number', '' %>



<%= text_field_tag 'chip_number', '', 

autofocus: true %>



<%= text_field_tag 'chip_number', '', 

autofocus: true, onblur: 

"this.focus()"%>



<%= text_field_tag 'chip_number', '', 

autofocus: true, class: 'disappear', 

onblur: "this.focus()"%>



Scanning Summary

● Don’t let yourself get 
stuck: Ask for help!

● A hack-ey solution isn’t 
the worst solution



Requirements
● Hardware
● Security
● Chipcard scan
● Stability















● SSH

How do I remote access?
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“Why not try REVERSE SSH TUNNELLING to do 
the job?‟

- My Client, 2018





$ autossh -fN -v -R 57124:localhost:22 website-url.com

Set up reverse SSH tunnel on 
the terminal



$ autossh -fN -v -R 57124:localhost:22 website-url.com

Port I’ll connect to from my 
laptop to website-url.com
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$ autossh -fN -v -R 57124:localhost:22 website-url.com

Port on the terminal that 
website-url.com will relay to



$ ssh terminaluser@website-url.com -p 57124

Connect to the terminal 
remotely





Stability Summary

● Automatic startup on 
power loss in the BIOS

● REVERSE SSH TUNNELS



Requirements
● Hardware
● Security
● Chipcard scan
● Stability



Project Hairnet



And then what happened?





● Automatic logout? Can we have...





$(document).inactivityTimeout(

  {

    inactivityWait: 20,

    dialogWait: 10,

    dialogMessage : 'You will be logged out in %s 

seconds',

    logoutUrl: "LOG_OUT_PATH"

  }

);





● Automatic logout?
● An order pickup confirmation 

terminal?

Can we have...









https://docs.google.com/file/d/1_TpvDUI0PWvmOQBhYgWX5CoxkadIHZ4O/preview


● Automatic logout?
● An order pickup confirmation 

terminal?

Can we have...





Takeaway(HEH)s
● Reinventing the wheel has its 

places.
● Cost-effective solutions can 

flourish into new technologies.
● Play around with your existing 

tech!



Thank you, frens!

Ramón Huidobro @SenorHuidobro


